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Abstract

Cyber security is one of the most essential elements in banking today.
Banks are not only responsible for their customers' assets but may also lose
their credibility after a data breach. Unfortunately, banks are one of the
biggest targets of cyber-attacks because they hold vast amounts of sensitive
customer data that provide potential financial gain to hackers and
criminals. Therefore, in the digital economy, cyber security is necessary to
protect financial data, and its effectiveness in banks affects the safety of
customer information. To improve the customer experience, innovative
banking provides services on a digital platform using new technologies
such as artificial intelligence. Considering the changes that have taken
place and the transition to intelligent banking, it is essential to maintain the
security and manage the risks of innovative banking. This article
investigates the challenges, benefits, and threats of using intelligent
technologies based on security in innovative banking.
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1- Introduction

The changes that have occurred in the digital banking sector have led to the emergence of
various cyber threats in this industry. According to recent reports, unforeseen cyber threats can
completely disrupt the main and key activities of financial departments. Therefore, threat
management and network security protocols are very important. Undoubtedly, cyber attackers
are looking for financial benefits. As a result, cyber threats are increasing and always moving
towards complexity (Aliahmadi et al., 2022).

The management of cyber threats in today's banking space goes beyond technical measures
and requires a more comprehensive approach. However, many financial institutions are
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fighting cyber threats with limited tools, especially when integrating with new digital
technologies (Gharachorloo et al., 2021).

Recent regulatory rules in the financial industry emphasize operational flexibility and risk
management. This global convergence seeks to standardize approaches and integrate them.
One notable aspect of these regulations is increased scrutiny of third-party providers in the
financial ecosystem. It should be noted that third-party providers who provide services but are
not part of the system have become very important today, and there is an excellent need to
assess and manage the associated risks (Bathaee et al., 2023).

Banks have always been cautious in choosing information technology suppliers due to the
critical nature of banking operations and the need for reliable and secure solutions. On the
other hand, the emergence of startups providing new technologies and services can increase
banks' productivity (Nozari et al., 2021). However, these new conditions must be carefully
balanced, primarily when the third-party category is raised, because they can cause security
vulnerabilities. As banks' digitization evolves, a coordinated approach to risk management that
considers global regulations and third-party integration is essential (Mohammadi et al., 2015).

Digital transformation has transformed the banking system. With the digitization of
banking services, the role of bank branches is also changing. Banks seek innovative ways to
optimize their performance, control inconsistent risks, and improve customer satisfaction in a
highly competitive and evolving market. In this regard, with the boom of mobile
communication technology and Internet applications, innovative banks emerged to improve
offline service capabilities and enhance user experience. These new players seek a competitive
advantage by simplifying the account opening process and providing personalized services
around the clock. While the challenges facing intelligent banks in security, risk, and operations
cannot be ignored, we are now trying to find solutions to overcome the difficulties and
strengthen the protection of banks while addressing the challenges in this field (Aliahmadi et
al., 2015).

2- Literature review

In the past, banks operated as separate institutions and departments, each of which often
had unique goals and operated independently of each other. Such an approach brought several
disadvantages for banking, which caused dissatisfaction among customers. This is why
traditional banks are known for cumbersome processes and difficulties accessing services or
support. Implementing an integrated platform is highly recommended to address these
challenges. However, the information placed in separate departments causes the escalation of
cyber threats, data breaches, and non-compliance with regulations (Movahed et al., 2024). It
takes them beyond operational inefficiency, which is considered a banking challenge today.

Ensuring the security and reliability of the banking IT infrastructure and the vast amount
of data it manages is very important, especially as the bank undergoes digital transformation.
On the other hand, dealing with technical debt is also very important and emphasized a lot.
Technical debt refers to the implicit costs that businesses do not take to fix problems that affect
the future. Accumulation of technical debt makes existing problems more severe over time
and its compensation costs more. The term debt in this industry refers to modernizing old
infrastructure to align with current technologies and standards. To address the challenges
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above, banks should consider dedicated units with professional and experienced teams to focus
on innovation and remain competitive (Nozari et al., 2024).

The modern banking ecosystem consists of tens or hundreds of thousands of interconnected
devices, including computers and loT devices. At the same time, expanding channels,
including social media, cloud services, and mobile applications, have added to its complexity.
Each of these channels presents its own set of security challenges. Now, the question arises:
How can banks stay safe amid such vast network complexity?

Financial institutions desperately need digital initiatives to stay competitive and meet their
customers' evolving needs. These initiatives include using new technology and solutions to
improve services and functions. Organizations must quickly adapt to new challenges and
threats in the digital field (Nahr et al., 2021).

3- Cyber security in digital banking

As banks increasingly move into the digital space to better serve customers, the need to be
proactive in combating cyber security threats is critical. Five of the most important cyber
security threats in digital banking are (Nozari et al., 2021):

o Digital currency has become a cyber target for criminals because it is difficult to
trace funds lost through hard cryptocurrencies and recover them even with the help
of a regulatory body.

e Since businesses have changed to remote work environments in recent years,
malware attacks have also increased.

¢ In digital banking, cloud-based cyber-attacks are on the rise as more applications
and data are stored in the cloud.

e Financial institutions are experiencing more severe attacks by using new
technologies. For example, the two technologies of machine learning and smart
contracts, while they are in the early stages of adoption and still suffer from error
codes and weak algorithms, can be exploited by smart hackers.

e Fraud and identity theft have always existed. While these attacks are not new to
financial institutions, they are evolving through digital channels. Digital banking
has expanded through smart devices. On the other hand, weak passwords, lack of
encryption and lost authentication process in mobile phones all increase the
security risks of the bank network.

e Older systems are more vulnerable to security threats. These systems often lack
proper functionality against digital banking threats. Therefore, organizations that
use old systems are at risk of security breaches and data loss.

4- Cyber security challenges

Cyber threats targeting banks are constantly increasing. Banks were attacked an average of
700 times per week in 2020. The specific challenges of smart banks that increase cyber
vulnerability include the following (Ghahremani-Nahr et al., 2021):

e Increasing acceptance of new technologies due to digital transformations
o Create hybrid data centers
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e Cloud network challenges

e Increasing the use of online and mobile channels to meet banking needs
e The speed of proliferation of Internet of Things devices

e Cyber security related to privacy

o Global shortage of cybersecurity experts

e Cyber risk associated with remote work

One of the biggest challenges faced by smart banks in the field of security is the issue of
theft and other forms of threats. While most banks rely on video surveillance of public
branches, head offices, critical infrastructure buildings as well as entrances, parking lots, ATM
terminals, etc. for security, when investigating and preventing crime with traditional
surveillance with They face many challenges (Nozari et al., 2021).

Operational challenges

Replacing the main systems, changing digital business models, redesigning marketing
methods and optimizing branch operations in banking are still tricky and can be considered as
limiting factors for the establishment of smart banking.

Internet of Things devices

Various devices face problems when using innovative banking applications. The banking,
display, security, electrical, and other loT device protocols differ significantly. Each
manufacturer uses a different coding format for Internet of Things devices, which can be
challenging when implementing innovative banking. In addition, integrating loT technologies
requires significant financial and technological investments.

The complexity of the Internet of Things system affects both hardware and software. Most
of the information processing in Internet of Things systems is done through special-purpose
or even general-purpose processors. One of the weaknesses of Internet of Things devices is
the intrusion of an attacker or hardware trojan into the system during the chip design or
manufacturing process, and this has caused serious concerns for medical, nuclear, banking,
and economic systems.

Digital customer acquisition

Today, the Internet is a crucial channel for banks to attract customers. Financial institutions
must develop online customer engagement capabilities to understand customers better, reduce
risks, and improve customer service.

Technology infrastructure

New technologies that require huge investments define the future of financial services.
Creating the technology infrastructure and applying the right strategy in technology selection
is as challenging as providing the best solutions to customers.

We are also at risk of technology and service disruptions whenever we use the Internet.
System inefficiencies can affect customers' ability to access their accounts if the Internet slows
down or stops altogether. System crashes can be challenging as users cannot pay or complete
transactions. Additionally, IT system downtime can cost businesses $1.55 million annually.
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Policies and regulations

Banks are facing a lack of transparency regarding the regulations of using new
technologies. There are no regulations for transfers made with digital currencies and smart
contracts. Until an appropriate legal framework is established, it will be challenging for
financial institutions to use blockchain. In addition, the rules of the Internet of Things are not
limited to geographical boundaries. The lack of a single and global approach to the laws of the
Internet of Things creates a potential challenge in using this technology. Discriminatory use
of data, use of data for law enforcement, and the issue of data ownership are just three
examples of big data challenges that must be overcome in intelligent banking.

5- Cybersecurity frameworks

The Cybersecurity Framework sets out standards that will facilitate the processes and
procedures that banks must follow to assess, monitor, and mitigate risk.

The NIST Cybersecurity Framework has emerged as the gold standard for assessing
cybersecurity maturity, identifying security vulnerabilities, and adhering to cybersecurity
laws.

Figure 1 shows the NIST cybersecurity framework.

Figure 1: NIST Cybersecurity Framework

Unauthorized access to banking networks will destroy them; Financial losses and banking
data breaches may result from phishing attacks. When a victim clicks on a link in a message
or email, malicious code from phishing websites is executed on the user's device, and the
attacker can gain access to the system while remaining undetected for a long period. Phishing
attacks are carried out so that the victim cannot tell whether the email or message is sent from
a legitimate source or a hacker.

Smart banking requires open and distributed technologies that support the rapid
development and deployment of next-generation applications and data platforms, accelerate
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customer acquisition, and enhance the customer experience. In addition, it has reduced IT costs
so that banks can quickly rebuild data lakes and data factories. Technology standardization
reduces complexity and also improves cost savings through economies of scale, ease of
integration, improved efficiency and better IT support. Open banking APIs act as the
connective tissue in the smart banking ecosystem, facilitating seamless interactions between
different financial platforms and services. They provide a standardized tool for banks and
fintech companies to securely share data, ultimately promoting innovation and competition in
the industry. Smart banks should be equipped with cloud technology to improve customer
service and increase productivity. Using the power of the cloud, banks can automate customer
service processes and implement intelligent risk management systems and tailor services to
individual needs. Cloud migration is a key component of successful IT infrastructure
management. Now, if the main operations remain in the old IT system, there is no point in
moving services and peripheral systems to the cloud. The open banking system uses a
distributed architecture based on microservices, so that banks can develop extraordinary
applications and migrate traditional core systems to new intelligent systems over time. Figure
2 shows the cyber security framework for smart banking.

Defines a threat led assurance assessment process that:
1. Focuses on systemically important critical functions within live operational systems
2. Tests sophisticated threat scenarios based on real intelligence

3. Measures the ability of the firm to detect and respond effectively

Threat Intelligence Simulated Detection &

1 based Scenario 2 Targeted

3 Response

Building Testing EK Assessment {(%?

Seeks to understand the real Tests the impact against the Determines the capability
world cyber threats, their live operational systems of the organisation to
likely actions and the attack using the attack surface detect and respond ina
surface that could be targeted presented by the firm timely and effective manner

Figure 2: A framework for cyber security in smart banking

This framework uses information from credible commercial and government sources to
identify potential attackers to a specific financial institution. Then, it imitates the methods of
these potential attackers to assess the cyber security of banks. In this way, banks identify the
weak points of their systems and implement corrective measures.

6- Conclusion

As technology advances, cyber threats also become more sophisticated and advanced. For
this reason, banks must constantly update their security strategies and technologies. Investing
in research and development of new cyber security technologies and cooperation with fintech
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companies can help improve security in this area. Cybersecurity in banking is a critical and
complex issue that requires constant attention and investment. With constantly changing and
evolving cyber threats, banks must use multi-layered approaches and advanced technologies
to protect customer information and assets. Also, training and informing customers and
employees can play an essential role in reducing security risks. Cyber security should always
be considered a top priority in banks' strategies to maintain customer trust and prevent financial
and credit losses.
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